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Prerequisites

In order to run the SpeediSign™ application you must enable JavaScript Security Settings within the Adobe Acrobat Professional
application. If you haven’t already done so, please follow these steps. Otherwise, proceed to Page 6.

Launch the Adobe Acrobat Professional application.

Click the Edit Menu followed by Preferences.

£ aobe Acrobat Pro =10/ =

Filed Edit Jview Document Comments Forms  Tools  Advanced  Window  Help

;J Create - ;l;:a‘ Combine ~ AELJ ~ H‘: v f v |%| v E Multimedia - z:r’l‘ Comment =
) = @ Tl V|TIU Ik | |1|3|:|%v

I Find -

Figure 1. — Adobe Acrobat Professional — Edit Option
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Adobe Acrobat Pro

File | Edit “iew Document Comments Forms  Tools  Advanced  Window  Help

|.I1,'1J b / - |%| ~/ E Multimedia - J_{l‘ Camment *

| [ 1) |{' ]

LIndo Chrl+2
Redo Shift+Cer+2
Zuk Chrl+
Copy ChrHC
Paste Chrl+Y

Delete
Copy File to Clipboard

Select Al ChrlA
Deselect All ShifE+CEr 3

Check Spelling
Look Up Selected Ward. ..

Find Ckrl+F
Search Shift+Cer+F

Search Besulks

Preferences. .. Chrl+HE

DOST-~ TRUST

=10l %]

I 100% |~

A preferences window will appear.

Figure 2. — Edit Menu — Preferences Option
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Preferences

N

Cateqaries:

Carmrmenting -
Docurments

Full Screen

General

Paqge Display

3D & Multimedia
Accessibility
Acrabat. cam
Batch Processing
Catalog

Calar Managernent
Converk From POF
Conwerk To PDF
Forms
Identity
Inkernati
ernek
Javascripk
suring (200
Measuring

Measuring (Gea) =
Multimedia {legacy)
Multimedia Trust {legacy)
Mew Document

Reading

Reviewing

Search

SErnriby LI

— Javascripk

¥ Enable Acrobat Javascript

Javascript Security
[ Enable menu items Javascript execution privieges

¥ Enable global objeck security policy

r—Javascript Debugger

[ Enable Javascript debugger after Acrobat is restarted

™ Store breakpoints in POF file

‘When exception is thrown:
& Ignore. € Trace. € Break

[ Enable interactive console

[ Show conscle on errors and messages

—Java3script Editor
%" Use Acrobat Javascript Editor

Fonk: I Courier Mew j

" Lse external JavaScript editor

Size: |12 "I
I Browise, ., |

o]

DOST-~ TRUST

Select JavaScript option from the Categories menu.The JavaScript options will appear on the right-hand-side.

Figure 3. — Preferences window
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Cateqaries:

Carmrmenting
Docurments
Full Screen
General
Paqge Display

3D & Multimedia
Accessibility
Acrabat. cam
Batch Processing
Catalog

Calar Managernent
Converk From POF
Conwerk To PDF
Forms

Identity
Inkernational
Internet
Javascripk
Measuring (200
Measuring (300
Measuring (Gea)
Multimedia {legacy)
Multimedia Trust {legacy)
Mew Document
Reading
Reviewing

Search

SErnriby

|»

DOST-~ TRUST

Javascripk
’7 ¥ Enable Acrobat Javascript

Ja

W Enable menu items Javascript execution privieges

r—Javascript Debugger

[ Enable Javascript debugger after Acrobat is restarted
™ Store breakpoints in POF file

‘When exception is thrown:

& Ignore. € Trace. € Break

[ Enable interactive console

[ Show conscle on errors and messages

—Java3script Editor
%" Use Acrobat Javascript Editor

" Lse external JavaScript editor

Fonk: I Courier Mew j

Size: |12 "I

Browise, ., |

Cancel

o]

Figure 4. — JavaScript Security Settings Window

In the JavaScript Security settings, select the option to Enable menu items JavaScript execution privileges.

Select OK and then close the Adobe Acrobat Professional application.
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Start SpeediSign™

This section assumes that you have already installed SpeediSign onto your Computer. If you haven’t already done so, please
reference the user guide entitled SpeediSign Setup User Guide.pdf which is available for download at www.post.trust.ie.

To start the application, click the SpeediSign™ icon on the desktop.

Bser| @ aOH €@ O @

Figure 5. — SpeediSign™ Desktop Shortcut

This will open the following window:

s SpeediSign x|

. Welcome to the SpeediSign™ Wizard
Speedi

The SpeediSign™ wWizard enables vou to sign single or mulkiple
Post Trust Certificates Adobe POF documents with a Post, Trust I.0D.® digital credential,

for Adobe® CDS

Signings Used : 67
Your Post. Trusk 1D @ digital credential expires in 349 days,

post=TRust [T
Because business is built on trust™

Help Cancel Tk =

Figure 6. - Welcome to the SpeediSign™ Wizard

This window will inform you of the signings you have used to date and the number of days remaining before your Post.Trust I.D.
certificate expires.

There is a Help option that will bring you to the following Internet page:
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http://www.post.trust.ie/SpeediSign™/fag.html

Click Cancel to exit the application or click Next to continue further and sign documents.

When you click Next the following screen appears;

@« SpeediSign d x|

'

Speedi . Post. Trust Certificates for Adobe® Certified Document Sennices

post=Trust [

Add Dacuments. .. |
Add Faolder |
Bermove |
Resat |

—#dd POF documents you wish to digitally sign

— Output File Location

Browse. ... |

[~ Delete original fles

r~Backup file location

| Browse. .. |
Help | Cancel | Text w |

Figure 7. - SpeediSign™ File and Folder Options

This screen displays all your options for file or folder selection, location to save signed files and option to delete original files and
backup files to another location. There are also options to remove file and folder selections and reset selections.

Add Documents
To add a document for signing click the Add Documents.... button.

When you click the Add Documents... button a window will appear which will allow you to browse to the files which you wish to
sign.
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2|

Look i I@ Deskiop j

@My Documents

a My Compuker

‘QMY Metwork Places

=) shorbeut bo Client Installs

<

by File: narne: I j Open I
F

Files of type: IAII Files PDF [*.pdf) j Cancel /l
2

Figure 8. — Add Documents

Browse to the location where your files are. In the example below four Adobe PDF files have been selected. To select multiple
Adobe PDF files hold down the SHIFT key and click the desired files.

File name: I"invoiceDDE.pdf" "invoice00! . pdf "invoiceDDEj Open I
Files of type: IAII Filez PDF [*.pdf) j Cancel /l
4

Figure 9. — Add Documents

When you have selected the files required then select Open.
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You will be returned to the SpeediSign™ screen again and the files selected will appear listed.

B speedisign X
H Post. Trust Certificates for Adobe® Certified Document Services

Speedi
post=TrRust [T

—#Add PDF documents wou wish to digitally sign

C:ASpeediSignt S ample Docghinyoice005. pdf
C:\SpeediSign'Sample Docshinyaice001. pdf
C:ASpeediSign’ S ample Docghinyoice002, pdf
C:\SpeediSigntSample Docshinyaice003. pdf

C:\SpeediSignt S ample Docghinyoice00d, pdf Add Folder |
Rernove |
Rezet |

MNumber of files selected ; 5

— Cutput File Location

Browse. ... |

[~ Delete original fles

— Backup file location

I Browse. .. |
Help | Cancel | Text w |

Figure 10. - Add documents View

Remove Selected Files

If you want to remove one or more of the files then click on the file path as highlighted in the example overleaf.
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Speedi Post. Trust Certif

tes for Adobe™ Certified Document Services

post=TrRust [T

—#Add PDF documents wou wish to digitally sign

C:\SpeediSign'Sample Docshinvaice001. pdf
C:ASpeediSign’ S ample Docghinyoice002, pdf
C:\SpeediSigntSample Docshinyaice003. pdf
C:\SpeediSignt S ample Docghinyoice00d, pdf

MNumber of files selected ; 5

Add Docurnents. .. |
Add Folder |
Bermove |
Resat |

— Cutput File Location

[~ Delete original fles

Browse. ... |

— Backup file location

Browse. .. |

Help |

Cancel | ek 22 |

Now click the Remove button.

Figure 11. — Add documents — Select File

The file selected will be removed from the screen and the list will appear like the example overleaf.

pOSt-- TRUST

Copyright © 2010 Post.Trust Ltd., 19 - 24 St. Andrew Street, Dublin 2, Ireland.

PTCDS015

Page 11 of 40



Speedi.

pOSt-- TRUST

B speedisign x|

Speedi Post. Trust Certificates for Adobe™ Certified Document Services
post=Trust S

—Add PDF documents you wish to digitally sign

C:ASpeediSignhs ample Docsinvoice00. pdf Add Docurments. .. |
C:A\SpeediSigniSample Docshinvoice02. pdf =
CASpeediSignhSample Docsinyoice03, pdf

C:A\SpeediSigniSample Docshinvoice04. pdf
Add Falder |

Bezet |

Mumber of Files selected : 4

—Oubpuk File Location

Browse, ... |

[~ Gelete original files

—Backup file location

I Browse. .. |
Help | Zancel | Mext 2@ |

Figure 12. — Add documents View

Add Folder
To add a folder and sign all the files within that folder then click the Add Folder button.

A new window will appear. You must browse to the drive where your desired folder is and select it.
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Please select Folder to oukput ko

[=l @ Desktop .
ia My Documents
=5 5& My Cornpuber
[ SYS (1)
(- APPS (D:)
(-4 +) CORoot (E:)

=

(5] Cancel

Figure 13. — Browse For Drive — Add Folder

In this example the ‘Sample Docs’ folder is selected.

Flease select Folder

{5 Adobe Pro 8.0 CD -
{5 Backup

i) Dependencies
{5) Jawascript

~|7) System Yolume Information
0T WINDOWS

[+ APPS (D)

[#-4+) CORoot (E:)

E

:

+]-2gs STOTRE (F:)
.saa TN fm0h [

K Cancel |

Figure 14. — Browse For Folder — Add Folder

Click OK when satisfied with the folder selected.

All the files in the folder will appear in the SpeediSign™ screen as per the example below.
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B speedisign x|

Speedi Post. Trust Certificates for Adobe® Certified Document Services
post=TrRust [T

—#Add PDF documents wou wish to digitally sign

C:ASpeediSign\Sample Docshinvoice007. pdf Add Docurients. .. |
C:\SpeediSign'Sample Docshinyoice002 pdf =
C:ASpeediSign’ S ample Docghinyoice003, pdf

C:\SpeediSign'Sample Docshinvaoice004. pdf
C:\SpeediSignt S ample Docghinyoice005, pdf

Rernove |
Rezet |

MNumber of files selected ; 5

— Cutput File Location

Browse. ... |

[~ Delete original fles

— Backup file location

I Browse. .. |
Help | Cancel | Text w |

Figure 15. — Added documents — Add Folder Options

If you want to remove one or more of the files then click on the file path as highlighted in the example overleaf.
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s for Adobe™® Certified Document Services

post=TrRust [T

—#Add PDF documents wou wish to digitally sign

C:ASpeediSignt S ample Docghinyoice002, pdf
E: Speed|Slgn'\Sample Doczhinvaice003. pdf
eediSign',S ample Docs'invaice004. pdf

MNumber of files selected ; 5

Add Docurnents. .. |
Add Folder |
Bermove |
Resat |

— Cutput File Location

[~ Delete original fles

Browse. ... |

— Backup file location

Browse. .. |

Help |

Cancel | ek 22 |

Now click the Remove button.

Figure 16. — Add documents — Selected Files

The file selected will be removed from the screen and the list will appear like the example overleaf.

pOSt-- TRUST
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B speedisign y x|
. - ar
Speedi - Post. Trust Certificates for Adobe® Certified Document Sennices

post=Trust [

—#dd POF documents you wish to digitally sign

C:ASpeediSignt S ample Docghinyoice002, pdf
C:\SpeediSign'Sample Docshinyaice003. pdf
C:ASpeediSign’ S ample Docghinyoice00d, pdf

MNumber of files selected ; 3

&dd Docurnents. ., |
Add Folder |

Rezet |

— Cutput File Location

[~ Delete original fles

Browse. ... |

r~Backup file location

Browse. .. |

Help |

Cancel | ek 22 |

Output File Location

Figure 17. — Added documents

pOSt-- TRUST

Once you have selected your files individually or via the folder option you also have an option to save the signed files to a specific

location.

IMPORTANT: If you do NOT specify an output file location then the files selected will be OVERWRITTEN with the signed files.

To select an output file location click the Browse... button within the ‘Output File Location’.

A new window will appear. You must browse to the drive where your desired output folder is located and select it.
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Please select Folder to oukput ko

[=l @ Desktop .
ia My Documents
=5 :& My Cornpuber
[ SYS (1)
(- APPS (D:)
(-4 +) CORoot (E:)

=

(5] Cancel

Figure 18. — Browse For Drive — Output File Location

Flease select folder ko oukput to

{3) I55Test ]

{7 RECYCLER,

Elia Speedisian
#-5) Adobe Pro &.0 CD

F- 7= cimzebin _IT'

I, Cancel |

Figure 19. — Browse For Folder — Output File Location

The output folder location will now appear as per the example below.

Click OK and you will be returned to the SpeediSign™ screen.

Copyright © 2010 Post.Trust Ltd., 19 - 24 St. Andrew Street, Dublin 2, Ireland. PTCDS015 Page 17 of 40



Speedi.

pOSt-- TRUST

B speedisign N x|

Speedi - Post. Trust Certificates for Adobe® Certified Document Sennices
post=TrRust [T

—#Add PDF documents wou wish to digitally sign
C:ASpeediSign\S ample Docshinvoice002, pdf Add Docurients. .. |
C:\SpeediSign'Sample Docshinyaice003. pdf =
C:ASpeediSign’ S ample Docghinyoice00d, pdf
Add Folder |
Rernove |

Rezet |

MNumber of files selected ; 3

C:hSpeediSignOutput

[~ Delete original files

— Backup file location

| Browse. .. |
Help | Cancel | Text w |

Figure 20. — Output File Location

Delete Original Files
If you select the ‘Output File Location’ option then the ‘Delete original files’ option becomes enabled.

If you wish to delete the original files selected for signing then select the ‘Delete Original Files’ check box option as shown overleaf.
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B speedisign y x|
. - ar
Speedi - Post. Trust Certificates for Adobe® Certified Document Sennices

post=Trust [

—#Add PDF documents wou wish to digitally sign
C:ASpeediSign\S ample Docshinvoice002, pdf Add Docurients. .. |
C:\SpeediSign'Sample Docshinyaice003. pdf =
C:ASpeediSign’ S ample Docghinyoice00d, pdf
Add Folder |
Rernove |

Rezet |

MNumber of files selected ; 3

— Cutput File Location

C:hSpeediSignOutput Browse. ... |

r~Backup file location

| Browse. .. |
Help | Cancel | Text w |

Figure 21. — Delete Original Files Selected

Backup File Location

You have the option to save the original files selected for signing to be placed in a specified backup location.

This is particularly useful if you have selected the option to delete original files or if you have not specified an output folder location.
To select a backup file location click the Browse... button within the ‘Backup file location’ section.

A new window will appear. You must browse to the drive where your desired backup folder is located and select it.
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Please select Folder to oukput ko

-5 APPS (D)
[#-{+) CORoot (E:)

=

(5] Cancel

Figure 22. — Browse For Drive of Backup File Location

Flease select Folder ko backup files to

@ My Dacurments -

=) Speedisign

|7 Javascript
|5 Mews Faolder
{5 Cukput

|7 Sample Docs
#.-1=h azakin ;I

I, I Cancel |

Figure 23. — Browse For Folder of Backup File Location

Click OK and you will be returned to the SpeediSign™ screen.

The backup folder location will now appear as per the example overleaf.
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B speedisign x|

Speedi Post. Trust Certificates for Adobe® Certified Document Services
post=TrRust [T

—#Add PDF documents wou wish to digitally sign
C:ASpeediSign\S ample Docshinvoice002, pdf Add Docurients. .. |
C:\SpeediSign'Sample Docshinyaice003. pdf =
C:ASpeediSign’ S ample Docghinyoice00d, pdf
Add Folder |
Rernove |

Rezet |

MNumber of files selected ; 3

— Cutput File Location

IE:'\SpeediSign\Dulput Browse. ... |

¥ Delete original files

_W
C:hSpeediSign'Backup
Help | Cancel Mext »

Figure 24 — Add documents — Backup File Location Selected

No Files Selected to Sign

If you click Next without defining any files for signing then an application warning screen will appear.

SpeediSign x|

Mo files selected ta sign,

Figure 25 — No Files Selected
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Once the file and/or folder options have been select you are ready to click Next and proceed to the next section where the
following screen will appear.

i, Apply Signature to Document B ﬂ
ar
Speedi Post.Trust Certificates for Adobe™ Certified Document Services
post=Trust S
My Speedisign Profile
Exizting SpeediSign Profile : j H
r—Dacument Crientation
% Porkrait  { Landscape
— Signature Properties =
Position & |1D.D CUBRE I-IE'D e H
Width : |4.D = ¥
Height : |1.5 cm
Page Mumber: |1 ™ Last Page
Ciptional
Reason for Signing : ISeIect j
Location : |
Contack Information |
—dcrobat Signature Appearance
Select : IDefauIt Acrobat Appearance j (2]
Help | Reset | Mext w |

Figure 26. — My SpeediSign™ Profile

Existing SpeediSign™ Profile

The first option you see on the above screen is the ‘Existing SpeediSign™ Profile’. When you run SpeediSign™ for the first time this
dropdown menu is pre-populated with three default profiles;

e SpeediSign — BottomLeft
e  SpeediSign - BottomRight
e  SpeediSign - BottomCenter

You can use these profiles as a starting point for creating other profiles. Should you make any additional changes on this screen
when you click Next you will be prompted to save it as a new profile. The next time you use SpeediSign™, that profile will now be
listed in the ‘Existing SpeediSign™ Profile’ dropdown menu.

In the screen below you will see the ‘SpeediSign — BottomLeft’ option has been selected. Note the position of the blue box on the
document canvas. This illustrates the position of the signature. This is discussed in more detail later in the manual.
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i, Apply Signature to Document ﬂ
Speedi Post. Trust Certificates for Adobe® Certified Document Services
post=Trust S
My Speedisign Profile
Eisting SpeediSign Prafile : S peedisian - BottomLen H
r—Dacument Crientation
% Porkrait  { Landscape
— Signature Properties =
Position & |1'5 CUBRE |2E'D e H
Width : |4.D = ¥
Height : |1.5 cm
Page Mumber: |1 ™ Lask Page
|
Ciptional
Reason for Signing : ISeIect j
Location : |
Contack Information |
—dcrobat Signature Appearance
Select : IDefauIt Acrobat Appearance j (2]
Help | Reset | Mext w |

Figure 27. — SpeediSign — BottomLeft Profile

Document Orientation

Your second option is ‘Document Orientation’. Choose either A4 Portrait or A4 Landscape by clicking the appropriate radio button.
By default the document is displayed in portrait here.
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i, Apply Signature to Document ﬂ
o

Speedi Post.Trust Certificates for Adobe™ Certified Document Services
post=Trust Y

My SpeediSign Profile
E sizting SpeediSign Profile : j H

r— Dacument Crienkation
% Portrait Landscape

— Signature Properties

Pasitian |3 em Y- Jd H
Wiclth : [z em ¥ "
Height : [~

Page Mumber: |1_ ¢ Last Pa

Optional \ /

Reason For Signing : I _ j

Location : |

Zonkact Infarmation : |

—Acrobat Signature Appearance

Select : IDefauIt Acrobat Appearance j H

Help | Reset | ek % |

Figure 28. — Document Orientation

Signature Properties

Position

Within the signature properties section is the position option. This option is defined by X and Y co-ordinates that are defined by
their distance from the top of the page (X) and the side of the page (Y). SpeediSign signature positioning assumes a default page size
of A4,

If you want to specify the location of your signing profile that will appear on the document then place your mouse pointer into the
A4 page and click the point where you want the top-left-hand=side of the signature to appear.

In the example below you will see that the X and Y co-ordinates will change. You can further refine the signature position by
manually entering the X and Y values.

Signature Width and Height

Width and Height entry box options also exist. By default these values are set to 4cm and 1.5 cm. You can modify these values, as
highlighted in the screen below, to select the signature size of your choice.
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i, Apply Signature to Document ﬂ

Speedi Post Trust Certificates for Adobe™ Certified Document Serviees

DOST-= TRUST

My SpeediSign Profile
E isting SpeediSign Profile : j EH

r— Dacument Crienkation
% Portrait Landscape

— Signature Properties

A3 1 [g cm EH

Position :

width
Height :

Page Mumber: (" Last Page

Cpkional

Reason For Signing : I j

Location : |

Zonkact Infarmation : |

—Acrobat Signature Appearance

Select : IDefauIt Acrobat Appearance j (2]

Help | Reset | ek % |

Figure 29. — Signature Properties — Width and Height

Page Number
You can also select a page on which the signature should appear. By default this signature is set to appear on the first page. If your
PDFs have more than one page then you can select the specific page number where you want the signature to appear.

Note that if you select multiple Adobe® PDF documents with varying pages and you specify a page number that does not exist in
one of the selected Adobe® PDF documents then it will cause an error and the batch process will stop.

You can also select the last page as the signature appearance location.
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Optional Settings — Reason for Signing

You can embed a reason for signing to appear in the signature field by selecting in of the predefined reasons or enter a reason of
your choice.

i, Apply Signature to Document ﬂ

Speedi Post.Trust Certificates for Adobe® Certified Document Services
post=TrRust Y

My SpeediSign Profile
Ewigting SpeediSign Profile : j H

r—Document Crientation
% Portrait Landscape

— Signature Properties

Position : # |1U.D en 1 |15-D cm H

wiidth : |4-U Ef ¥
Height |1 kil cm ™

Page Mumber: |1 " Last Page

f Optional

Reason For Signing

| agree to specified portions of thiz docurment
| am approving this document

| am the author of this document

| have reviewed this docurment

el S e | attest to the accuracy and integrity of thiz document

| aqree to the terms defined by the placement of my signature
Select : IDefault.ﬁ.crobat.&ppearance j H

Help | Reset | ek % |

Figure 30. - My SpeediSign™ Profile - Reason for signing

\ Location :

Contact Information :
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i, Apply Signature to Document ﬂ
Speedi Post Trust Certificates for Adobe™ Certified Document Serviees

DOST-= TRUST

My SpeediSign Profile
E isting SpeediSign Profile : j EH

r— Dacument Crienkation
% Portrait Landscape

— Signature Properties

Pasitian A oo em ¥ [15p em H

wiidth : |4-U Ef ¥
Height : |1 ] cri u

Page Mumber: |1 (" Last Page
Cpkional
Reason For Signing : IM_I,I o reazon for ziging entered here j

Location : |

Zonkact Infarmation : |

—Acrobat Signature Appearance

Select : IDefauIt Acrobat Appearance j (2]

Help | Reset | ek % |

Figure 31. - My SpeediSign™ Profile — Reason for signing selected

Optional Settings - Location

You can embed a location detail to appear in the signature field by entering a location of your choice. For example, this might be
your physical business address.
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i, Apply Signature to Document ﬂ

Speedi

Post Trust Certificates for Adobe™ Certified Document Serviees

DOST-= TRUST

My SpeediSign Profile
Eizting SpeediSign Profile : j H
r— Dacument Crienkation
% Portrait Landscape
— Signature Properties =
Position - |3 am . IE = H
|
wiidth : |8 Ef ¥
Height : IB cri
Page Mumber: |1 " Last Page
Cpkional
Reasan Far Sigring I j
Lacation : |M_l,l Location Detaily
Zonkact Infarmation : |
—Acrobat Signature Appearance
Select : IDefault.ﬁ.crobat.&ppearance j (2]
Help | Reset | ek % |

Optional Settings - Contact information

Figure 32. — My SpeediSign™ Profile - Location

pOSt-- TRUST

You can embed contact information details to appear in the signature field by entering contact details of your choice. For example

this could be your email address or telephone number.
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i, Apply Signature to Document ﬂ

Speedi

Post Trust Certificates for Adobe™ Certified Document Serviees

DOST-= TRUST

My SpeediSign Profile

E isting SpeediSign Profile : j EH
r— Dacument Crienkation
% Portrait Landscape
— Signature Properties =
Position : - |3 am . IE = H
|
wiidth : |8 Ef ¥
Height : IB om
Page Mumber: |1 " Last Page
Cpkional
Reason For Signing : I j
Location : |
Caontack Information |M_.,. Contact Infarmation
SN
&crobat Signature Appearance—)
I Drefault Acrobat Appearance j H
Help | Reset | ek % |

Adobe Signature Appearance

Figure 33. — My SpeediSign™ Profile — Contact Information

pOSt-- TRUST

The Signature Appearance is created within Adobe Acrobat Professional. How to create a signature appearance is covered in a
separate user guide entitled ‘Acrobat Signature Appearance Configuration.pdf’ available in the InfoCentre at

http://www.post.trust.ie.

For the purposes of this user manual we will use the Default Acrobat Appearance.

Click Next.
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After clicking Next you will be prompted to save the default SpeediSign™ Profile.
Click Yes.

SpeediSign x|

Do ol wank to save this profile?

N
1 ) Mo | Zancel |

Figure 34. — Saving a SpeediSign Profile - Yes

You are now asked if you want to overwrite the profile that you started with i.e. SpeediSign — BottomLeft’. Click No.

Speedisign x|

Do wou want to ovenwrite the existing profile?

Yes I@ Zancel |

Figure 35. — Saving a SpeediSign Profile - No

You are now asked to enter in a profile name e.g. ‘My Profile 01.

El
E nter profile name

Cancel

[ My Prefile Cf

Figure 36. — Saving a SpeediSign Profile — Profile Name

The SpeediSign Wizard will now access your secure USB token that the unique digital credential Post.Trust I.D.® was issued on.
Make sure your unique digital credential token is inserted into your USB port.

POST-= TRUSTo

Digital Credential

Figure 37. — Post.Trust I.D. Digital Credential

Copyright © 2010 Post.Trust Ltd., 19 - 24 St. Andrew Street, Dublin 2, Ireland. PTCDS015 Page 30 of 40



Speedi

pOSt-- TRUST

&+ SpeediSign - Progress x|

Speedi Post.Trust Certificates for Adobe® Certified Document Services
post=Trust [l

— Digital zigning in progress

Signed I 0 Fending I 1 Errorz I 0

Current Task :  Retrieving user signing keyv. Please wait,

Help | Zancel Mexk 23

Figure 38. — Retrieving User Signing Key

If not already configured, you will then be issued with the following Security Warning window. Click the Remember my action for
this site checkbox.

Click Allow.

You will only have to do this once. The next time you use SpeediSign™ you will not receive this Security Warning.

Security Warning fg|
\‘:) The document is brving to connect bo your bimestamp server:
-

http:fitimestamp. brust igftss-webclient RequestHandler

If vou trust the site, choose "allow". IF you do not trust the site, choose
"Block",

[“1rekember my action For this sike:

Help (l [ Bllcey l D Block.
\_/

Figure 39. — Security Warning

The Token Login window will then appear. You are asked to enter your Passcode so the application can access your token and use
your signing certificate.

Enter your Passcode. Click OK and the batch process will occur.
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x|
Enter Pazscode I

ak. I Cancel |

Figure 40. — Token Login — Enter Passcode

If the process completes successfully then the ‘Current Task’ pane will be updated.

€= SpeediSign - Progress

X
Speedi Post Trust Certificates for Adobe® Certified Document Serviees
post=TrRust [T

— Diigital zigning in progress

Signed | 2 Pending | 0 Errarz | 1]

Current Task

Signing File - Z:YProgram Files)Speedisign| Test02 Test.pdf. ... success,
Signing File - Ci\Program Files!SpeediSign’ Test01 Test. pdf. .. success,

Start Time ¢ 28§01 2010 1211142

Help | Zancel Texk w

Figure 41. — Digital Signing in Progress

After signing is complete, the SpeediSign™ application will tell you how many signings have been used and when your Post.Trust I.D.
digital credential will expire.
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x

st Certificates for Adobe™ Cer

Speedi

Signing Complete

¥ou have used 2 signings from your SpeediSign™ Licence.

Your Post. Trust |.D_#® digital credential expires in 348 days

Renew Post, Trust LDLE Re-order Speedisign™

Faor Further information, visit wew, posk, brust,ie

Help | Exit |

Figure 42. — Signing Complete

Note: If the number of files you selected in the batch process exceeds the license quota allowed then you will get the following
warning.

SpeediSign N x|

You have selected more files to sign than the remaining number of signings on license,

Figure 43. — License quota warning

Signature Review

To review your electronic signature, browse to the ‘Output File Location’ you specified in the wizard and open one of the Adobe®
PDF documents you signed. The signature should appear like this:

Digitally signed by Pierce Penfold

DN: c=IE, email=trust@post.trust.ie, st=Dublin,
|I=Dublin, ou=Solicitor, ou=Legal Dept.,
o=Penfold & Co. Solicitors, cn=Pierce Penfold
Date: 2010.02.17 14:38:39 Z

Figure 44. — Default Acrobat Signature Appearance

Below is an example of how you can customise your signature appearance to include graphics and custom labels.
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Pierce Penfold Name
—_ c=IE, email=trust@post trust.ie,
st=Dublin, I=Dublin, ou=Solicitor, ———— Distinguished
ou=Legal Dept., o=Penfold & Co. Name

- Solicitors, cn=Pierce Penfold
pm p | am the author of this document ——— Reason for
Pierce Penfold & Co Solicitors, Signing
Dublin, Ireland — location

20100217 171847 £ —_
Date

Figure 45. — Custom Acrobat Signature Appearance

Custom Graphic

For more information on how to customise your signature appearance, please reference the user guide entitled ‘Acrobat Signature
Appearance Configuration.pdf which is available to download from the InfoCentre at http://www.post.trust.ie.
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There are a number of circumstances that will result in an error being issued to the user. We will look at some of those errors in this
section. To view the log details of an error click the View Errors button.

X

Speedi Post. Trust Certificates for Adobe™® Ce

Signing Corplete

¥ou hawve used 0 signings From your Speedisign™ Licence.

The follawing number of documents could not be signed 1

Yiew Errors |

—

Your Post_ Trust 1.D_® digital credential expires in 348 days

Renew Post, Trust IL.OLE Re-order SpeediSign™

Faor Further information, visit wew, posk, brust,ie

Help | Exit |

Figure 46. — Signing Complete - Errors

The screen below is typical of what the log details look like.

! log.txt - Notepad 10l =l
File Edit Format Wiew Help

B8,/01/2010 12:14:17 signing File - Civwprogram FileshspeedisigniTesthoz2 d
Test.pdf....failed. Is token inserted?

[

Figure 47. — Error log details

Copyright © 2010 Post.Trust Ltd., 19 - 24 St. Andrew Street, Dublin 2, Ireland. PTCDS015 Page 35 of 40



Speedi
POST~ TRUST

Adobe Acrobat Professional or Reader is open

The SpeediSign Wizard will not initialize correctly if Adobe Acrobat Professional or Reader is open prior to launching. You will be
prompted to close all copies of Adobe Acrobat.

Speedisign x|

Please close all copies of Adobe Acrobat before running Speedisian.

Figure 48. Close all copies of Adobe Acrobat

Certificate Mismatch

If the certificate used to sign a document is not authorised then an error will occur.

& SpeediSign - Progress |
Speedi Post. Trust Certificates for Adobe® Certified Docurment Services
post=TrRust ]

r— Digital zighing in progress

Signed | 1] Pending | 1] Errarz | 1

Zurrent Task

- 1\Storage_serveriHomelconboyhiiy Documents'S.pdf. .. Failed, Is the correct boken inserted?|

1 16/03/2010 14:26:35
2010 14:26:45

4 | »

Help | zancel Tk w2 |

Figure 54. — Certificate Mismatch

Please refer to the guide entitled SpeediSign Troubleshooting.pdf in the Downloads section of the InfoCentre on www.post.trust.ie.
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Token Not Found

If the token has not been inserted properly then the signing process will be unable to complete and an error will be issued to the
user.

& speediSign - Progress |
Speedi Post.Trust Certificates for Adobe® Certified Docurment Services
post+wust [T

r— Digital zsigning in progress

Signed | i} Fending | a Errorsz | 1

Current Task :

Signing File - 0:13peediSign Sample Docsi01 Test, pdf.. . .Failed. Is koken inserted?

Stark Tirme @
End Time

Jats)

0112010 10:56:05
0172010 10 07

Help | zancel Tk w2

Figure 49. — Token not inserted
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Token Revoked

If the token is in the Certificate Revocation List (CRL) SpeediSign will produce the following error.
x

Speedi Post. Trust Certificates for Adobe® Certified Docurment Services
post=TrRust ]

r— Digital zsigning in progress

Signed | 1] Pending | 1] Errarz | 1

Current Task

Signing File - Z:YProgram Files\Speedisignt TestWCopy (23 of 03 Test,pdf. ., Failed, Is token insert

Start Time @ 085y02/2010 11:57:55
End Time @ 05 010 11:57:549

1 BT
Help | zancel | Tk w2 |

Figure 50. Close all copies of Adobe Acrobat

Note that in Adobe Professional 9.0 you will get the following error when you try to sign with a token that has been revoked.

Error Information

The credential selected For signing is invalid

Figure 51. Close all copies of Adobe Acrobat
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Signature Overlap
If you try to sign a PDF document in a location that is already signed then SpeediSign will produce the following error.

& speediSign - Progress |
Speedi Post. Trust Certificates for Adobe® Certified Docurment Services
post=TrRust ]

r— Digital zsigning in progress
Signed | 1] Pending | 1] Errarz | 1

Current Task
ome'conboyhiMy Documents) IPOF Tesksi001Test,pdf ., Failed, Already signed at this location

05

| »

Help | zancel Tk w2 |

Figure 52. Signature3 Overlap Error

Choose a different signature location and sign the PDF document again. Note that signatures can overlap, but they can not overlap

at the exact same X Y coordinates.
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JavaScript Not Enabled

JavaScript must be enabled within the JavaScript options of Adobe Acrobat Professional.

& speediSign - Progress |
Speedi Post. Trust Certificates for Adobe® Certified Docurment Services
post=TrRust ]

r— Digital zsigning in progress

Signed | 1] Pending | 1] Errarz | 1

Current Task

Signing File - Z:YProgram Files\Speedisignt TestWCopy (23 of 03 Test,pdf. ., Failed, Is token insert

Start Time @ 085y02/2010 11:57:55
End Time @ 05 010 11:57:59

1 BT
Help | zancel | Tk w2 |

Figure 53. JavaScript Not Enabled

Please refer to the guide entitled SpeediSign Troubleshooting.pdf.

For further useful information resources, user manuals and user guides, visit the Downloads section of the InfoCentre on the
Post.Trust website or call Post.Trust Customer Services Centre on +353 (0) 1890 617 171.

The terms and conditions which apply to use of SpeediSign™ are available on the Post.Trust website at the following location:
http://www.post.trust.ie/Downloads/UserSubscriberAgreement-Post.TrustAdobeCDSCert.pdf
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