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How to Sign & Certify a document using Post.Trust I.D.®

1. Installed the software on the auto run-enabled CD included in the Product Pack.
Changed your JavaScript Security Settings in Adobe Acrobat Professional

Changed your Default Passcode.

E

Created an appearance for your digital signature.

1. Insert your Post.Trust |.D. Digital Credential into your USB drive. Your computer should

[« @ 17:22

identify it and a notification icon should appear in the bottom right-hand side of the )
Figure 1 - SafeNet Token System Tray Icon

screen, similar to the Figure 1.

2. Convert your document into Adobe PDF format. If you are working within the Morrmal -

N

Microsoft Office Suite, the easiest way to convert your document into Adobe PDF is by

clicking the icon ‘Convert to Adobe PDF’ in the Adobe PDFMaker toolbar. (Note: To

29

turn on the Adobe PDFMaker toolbar click View>Toolbars>Adobe PDFMaker).

Figure 2 — Adobe PDFMaker Toolbar

3. The document is then converted into Adobe PDF format.
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Figure 3 — Converting document into Adobe PDF format
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4. The document is then opened in Adobe Acrobat Pro. To sign the document select ‘Sign>Place Signature’.

g test.pdf - Adobe Acrobat Pro
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Certify without Yisible Signature

Validate All Signatures

Figure 4 — Placing a Signature on the document

5. Adobe Acrobat Pro prompts you to specify an area on the document canvas where you would like the signature to appear. Click

and drag in a downward diagonal motion to create a rectangular field for your signature (See below).

Figure 5 — Signature field
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6. Choose your Post.Trust I.D. from the Sign As menu.

7. Choose your signature appearance from the Appearance menu. If you want to create a new one, choose Create New

Appearance. (See http://www.post.trust.ie/Downloads/Signature-Appearance-Configuration.pdf)

8. You can choose to Lock Document after Signing. If you select this option, no further changes to any form fields or addition of
visible signatures are allowed.
If you selected advanced digital signature preferences when creating your signature appearance, that additional signature
information can be specified here. The dialog provides you with a preview of the signature as it will appear on the document.

9. Click the Sign button.

Sign Document ll

Sign As; IF‘ierce Penfald @j

Certificate Issuer: Post, Trusk Cf For Adobe Info... |

Appearance: IF‘ierce Penfold ‘ j >

. Digitally signed by Pierce Penfold
P I e r c e DM: c=IE, email=trust@post.trust.ie,
st=Dublin, l=Dublin, ou=Sclicitor,
ou=Legal Dept, o=Penfold & Co. g
Solicitors, cn=Pierce Penfold

P e n fO I d Slj::inmri:-:m the authaor of this

Location: Head Office, Dublin

™ Lock Document After Signing g
Additional Signature Information g
Reason: II arm the author of this docurnent j

Location: IHeau:I Cffice, Dublin

Conkack Info: I+353 (031890 617 171

Sign Cancel

Figure 6 — Placing a Signature on the document
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10. Save the PDF document using a different name than the original, and click the Save button. It is a good idea to save it under a

different filename so that you can keep the original unsigned document.

savens 2| x|
Save jn: I@Desktop j @ [_? i '

[f:iMy Documents

QMy Computer

‘aMy Network Places
@Share-tn-Web |Upload Folder
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Type: Adobe Acrobat Document
File Size: 7 KB
Modified:24/11/2010 16:13

—
File nane: ISigned-Document.pdf j Save
Save a3 bype: I.t’-‘n.dobe FDF Files [*.pdf] j Cancel

2

Figure 7 — Save Adobe PDF Document

11. You are now prompted to enter your Post.Trust I.D. Passcode.
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Figure 8 — Enter your Post.Trust I.D. Passcode
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12. Your digital signature is applied to the Adobe PDF Document. See below.

Digitally signed by Pierce
Panfold
Di: c=lE,

[ ]

P I e rc e email=trust@posLirusLie,
st=Dublin, I=Dublin,
ou=5olicitor, ou=Legal Dept.,
o=Penfold & Co. Solicitors,

P e n O cn=Pierce Penfold
Reason: | am the author of

this document
Location: Head Office, Dublin

Figure 9 - Sample Post.Trust I.D. Digital Signature

When you certify a PDF document, you signify that you approve of its contents. You also indicate the types of changes that are
permitted for the document to remain certified. For example form fields and signature fields can be completed without altering its
certified status.
You can only apply a certifying signature only if the PDF document doesn’t already contain any signatures. Certifying signatures can be
visible or invisible. A blue ribbon icon in the Signatures panel indicates a valid certifying signature. A digital ID is required to add the
certifying digital signature.

1. To certify the document select ‘Sign>Certify with Visible Signature/Certify without Visible Signature. If you choose Certify

without Visible Signature, your signature appears only in the Signatures panel.

g test.pdf - Adobe Acrobat Pro
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Figure 10 — Certify with Visible Signature
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2. Click OK in the Save as Certified Document dialog box.

Save as Certified Document x|

‘You are abouk bo create a cerkified document. By certifying a document, wou wouch For
_ its conkents and enable recipients to verify that the document came Fram wou,
@ Certifving a document alsa adds tamper-resistance to detect and prevent unwanted
changes.,

To cettify a document, wou need ko have a digital ID. IF vou inkend ta distribute this
document ta a large audience, it is suggested that you use a digital ID From one of
fdobe's partners, This will allow any recipient with Acrobat or Adobe Reader ko
automatically werify the certification,

[ Don't show again

Help | e ’ Zancel

Figure 11 — Save as Certified Document notification

3. Adobe Acrobat Pro prompts you to specify an area on the document canvas where you would like the signature to appear. Click

and drag in a downward diagonal motion to create a rectangular field for your signature (See below).

x

C To create a signakure Field, Firsk click Ok ko close this dialog, then click and drag
" l) aut the figld's area in the location where it should appear in the dacument.
after creating the signature field, you'll be asked ko choose additional options ko
complete signing.

[ Do not show this message again:

= N
" Zancel

Figure 12 — Creating a signature field notification
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4. Inthe Certify Document dialog, choose your Post.Trust |.D. from the Sign As menu and choose your signature appearance

options.

Certify Document |
Sign As: IPierce Penfald j g
Certificate Issuer: Post, Trust CA For Adobe Info... |

Appearance: IPierce Penfold VI
Certified by Pierce Penfold

-
P I e r C e E:;;j:;.lst@post.trust.ie,

st=Dublin, I=Dublin, QI

ou=5olicitor, ou=Legal Dept,,
e n O o=Penfold & Co. Solicitors,

en=Pierce Penfold

Additional Signature Information g
=

Reasan: Ic:none>

Location: IHead Ciffice, Dublin

Conkact Info:  [+353 (0) 1890 617 171

Permitted Ackions After Certifying g

;a Click: Review_to see if document content Rewiew... |
may affect signing

‘“’ Cancel |

Figure 13 — Placing a Certifying Signature on the document

5. Specify the changes permitted in the document after certifying from the following:
e No changes allowed
e Form fill-in and digital signatures
e Annotations, form fill-in and digital signatures

6. Click the Sign button.
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7. Save the PDF document using a different name than the original, and click the Save button.
21x
Save it I@Desktop j (€ N5 e
[f:iMy Documents
QMy Camputer
‘aMy Metwork Places

B share-to-web Ipload Folder

Type: Adobe Acrobat Document
File Size: 7 KB
Modified: 24/11/2010 16:13

Cancel

File name: ISigned-DDcument.pdf

Led Lo

Save as hpe: I.-’-‘n.dobe FDF Files [*.pdf)
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Figure 14 — Save Adobe PDF Document

8. You are now prompted to enter your Post.Trust I.D. Passcode.

Token Login |

Enter Pazzoode I”““”“”“"i

(]S ) LCancel |

Figure 15 — Enter your Post.Trust I.D. Passcode
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9. Your digital certifying signature is applied to the Adobe PDF Document. See below.

Digitally signed by Pierce
Panfold
Di: c=lE,

Plerce At

ou=5olicitor, ou=Legal Dept.,

o=Penfold & Co. Solicitors,
e n 0 cn=Pierce Penfold
Reason: | am the author of

this document
Location: Head Office, Dublin

Figure 16 - Sample Post.Trust I.D. Digital Certifying Signature

10. A blue rosette icon in the Signatures panel indicates a valid certifying signature.

ertified by Pierce Penfald =trusti@post.krust.ie, Penfold & Co, Solicikors, certificate issued by Post, Trust Ca for Adaobe.

Figure 17 — Blue rosette icon in Signatures panel

For further useful information resources, user manuals and user guides, visit the Downloads section of the InfoCentre on the Post.Trust

website or call Post.Trust Customer Services Centre on 1890 617 171 (Republic of Ireland) or +35317057000 (outside or Ireland).
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