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1 Introduction

The subscriber, end user or relying party should ensure that the certificate received was indeed
issued by the Post.Trust CA for Adobe CDS by verifying the thumbprint of the issuing CA certificate
against that published for the Post.Trust CA For Adobe CDS.

Where a private key container is also issued, the user application which accesses the key should
verify that the key matches the corresponding certificate issued and verified above.

2.1 Adobe Root CA Check

A signed or certified document can be checked by completing the following steps. Adobe acrobat 9.0
is used to highlight the steps involved.

On the left hand side there should be an icon that allows you to verify the signature details of the
signed/certified document.

Click this option as highlighted below.
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When click ed a number of options will appear. One of the options will be to ‘Show Signature
Properties...’
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Select the ‘Show Signature Properties...” option and the following screen will appear. Click the option

to ‘Show Certificate’ as highlighted
x
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@ The document is signed by the current user,
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Signature was created using Adobe Acrobat 9.0.0,
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If the option, Show all certification paths found, as highlighted below is not selected then select it.

Certificate Yiewer } x|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

@huw all certification paths Found
/\

(& Adobe RootCa ) Surmmary |Details I Revocation I Trusk | FPalicies I Leqal Matice
ar Adobe

Past, Trust <henry.co LL Post, Trust <henry, conboy@pri.ie =

PCI eCommerce Solutions
Issued by:  Paost. Trust CA For Adobe
Posk, Trusk
Malid from:  2011/01 /26 09:52:55 2
Walid bor 201400126 09:30:34 Z

Intended usage: Sign transaction, Sign document, Acrabat
Authentic Documents

Expart... |

. =
a The selected certificate path is walid.
The path walidation and revocation checks were done at the secure (timestamp) time 20110126

10:36:01 2
Malidation Madel: Shell

Ik |

Select the Adobe Roo t CA if it is listed as per the screen shot above. If Adobe Root CA is not listed
then there is a problem.

When the Adobe Root CA is selected the Summary details will contain information about the
certificate.

Once the Adobe Root CA is selected then you can view the certificate details by clicking the ‘Details’
tab.
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Certificate ¥iewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

W Show all certification paths Found

= Adobe Rook C4 iIs I Revyocation I Trusk | Palicies I Legal Motice
[=] Posk,Trust CA For Adobe

Post, Trust <henry.co

Adobe Root CA

Adobe Svstems Incorporated

Issued by:  Adobe Root CA

Adobe Syskems Incorporated

Walid from:  2003/01/08 23:537:23 2

Yalid ko:  2023/01/09 00:07:23 2

Imended usage:  |gign CRL, Sign certificate (C4)

Export... |

.

X

ﬁ The selected certificate path is walid.

The path walidation checks were done at the secure (Hmeskamp) time 201170126 10:36:01 2
Yalidation Model: Shell

6]4 |
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Certificate Yiewer ) x|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

W Show all certification paths Found

-] Adobe Rook C& Sgmary  Details |Rev ation I Trusk | Palicies I Leqgal Matice I
[=] Posk,Trust CA For Adobe

Post. Trust <henry.co Certificate data:

| Mamne | Walue | :I
=] validity ends 202301/09 00:07:23 7
B validiy starts 20030105 23:57:23 7

5 Serial number 3E1CED 28

=3 Issuer cn=Adobe Root C4, ou=aAdobe T...
/= Subject cn=Adobe Root C4, ou=aAdobe T...
/=] Signature algo...  SHAL RSA
G| Version 3 =
SE 1C BD 25

.

i-l The selected certificate path is walid.

The path walidation checks were done at the secure (Hmeskamp) time 201170126 10:36:01 2

Walidation Model: shell
Ok |

When in the Details tab you should check the serial number which should be as follows;

3E1CBD 28
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Certificate Yiewer x|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

W Show all certification paths Found

-] Adobe Rook C& Summary  Details |Rew:u:atiu:un I Trusk | Palicies I Legal Motice I
[=] Posk,Trust CA For Adobe
Post. Trust <henry.co Certificate data:
| Mamne | Walue | :I

=] Yalidity ends 20230109 00:07:25 2

B validby starts  2003/01)08 23:37:23 2
= Serial number 3E1CEBD 25
cn=Adobe Rook CA, ou=Adobe T...
= Subject cn=Adobe Root C4, ou=aAdobe T...
(= Signature algo...  SHAL RSA
= Version 3 =

cn=~Adobe Root CA

ou=adobe Trust Services
o=Adobe Systems Incorporated
c=15

.

i‘; The selected certificate path is walid.

The path walidation checks were done at the secure (Hmeskamp) time 201170126 10:36:01 2

Walidation Model: shell
Ok |

You can also check that the issuer is correct. The details should be;

cn=Adobe Root CA
ou=Adobe Trust Services
o=Adobe Systems Incorporated

c=US
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Certificate Yiewer x|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

W Show all certification paths Found

-1 Adobe Root CA
[=] Posk,Trust CA For Adobe
Post. Trust <henry.co Certificate data:

Summary  Details | Revocation I Trusk | Palicies I Legal Motice

EF 11 Fa Da D6 04 47 F ;
SHAL digest GEBES 4005 39 FS 65 1848 B2F...

¥.509 daka 308204 A1 3082038940030,
Metscape certi,..  <see details=

CRL distributio,..  <see details=
Private key us.,,  <see details=
Key usage Sign CRL, Sign cerkificate (CA) LI

BF 70 91 53F FB D6 Da 04 47 FE §2 535 30 51 50 B4

.

i‘; The selected certificate path is walid.

The path walidation checks were done at the secure (Hmeskamp) time 201170126 10:36:01 2
Yalidation Model: Shell

6]4 |

The MD5 digest should also be checked. The details should be as follows;

BF 70 91 3F F8 D6 D6 0OA 47 FE 82 53 30 81 5D B4
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Certificate Yiewer x|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

W Show all certification paths Found

-] Adobe Rook C& Summary  Details |Rew:u:atiu:un I Trusk | Palicies I Legal Motice I
[=] Posk,Trust CA For Adobe
Post. Trust <henry.co Certificate data:
| Mamne | Walue | :I
CRL diskributio,..  <see details:=

Private key us,..  <see details=
Key usage Sign CRL, Sign cerkificate (CA) J
Authority 8
Subject kevid..,  =see details>
Basic constraints  <see details =
1.2.840,1135.,.  <see details>

: : hd

—ama L or

Gz B7 38 44 93 A4 96 10 EF 50 BB [° 54 EZ F1 OF FB 80 9C DE

.

i‘; The selected certificate path is walid.

The path walidation checks were done at the secure (Hmeskamp) time 201170126 10:36:01 2

Walidation Model: shell
Ok |

The Authority Key ID should also be checked. The details should be as follows;

82 B7 38 4A 93 AA9B 10 EF 80 BB D9 54 E2 F1 OF FB 80 9C DE

10
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Certificate Yiewer _ |

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

¥ show all certification paths Found

- Adobe Rook CA Summary Details |Revocation I Trust I Palicies I Legal Matice I
[ Post. Trust Ca for Adobe
Post. Trust <henry.co Certificate daka:
I Mame | Yalue I ‘I

Autharity key ... <see details=

Subject key id...  <see details=

Basic constraints  <see details>

1.2.840.1135... <see details= J
SHAL digest o..,  <see details>

= Public key RSA (2043 bits)

= Validity ends 2023/01/09 00:07:23 Z B

3068201223000 0009238643606 F7 00010101 050003 -
G201 OF 00 308201 04 02 52 01 01 00 CC 4F 54 84 F7 A7 AZ
E7 33503 FF 3F9C 1233 68 2C 9947 67 FE OF 1EE9 AD 14 88
F3C3 1003 10 FOFODS 9F 69 04 2F 59 35 B0 CC 6C A9 4C

9C 15 AD 9F CE 20 BF AD CF 54 E2 E0 20 66 45 3F 39 86 38 FE
QCC4BEOV 22 Co 24 FE 01 12 B0 35 DF 55 EA 69 0 B0 DB 85
37 IEEZ4EOVE242 A1 64 1369 A0 G0 EA GO 91 11 59 24 9B
03 7954 20 44 2D C9BD 73 33 8B 3C 2FE0 43 1B 50 B3 0B FO
AF 35 14 29 FE EF A6 92 DD 31 4C 90 30 59 8E AD 31 3C 40

FE 9B 91 30 06 FC E2 5C 80 D1 80 26 DS 5 45 CF AF 65 3F

Bl Af DZ 62 96 F4 AS SEEABA B0 42 F4 F4 1C 44 35 15 CE ;I

[

# The selected certificate path is valid.

The path validation checks were done at the secure (timestarp) bime 20110126 10:36:01 Z

walidation Model: Shell
Ok I

The public key can also be check and should be as follows;

30820122300D 0609 2A 864886 F70D 010101050003 82010F003082010A0282010100
CCA4F 54 84 F7 A7 A2 E733537F3F9C12886B2C994767 7E OF 1E BO AD 14 88 F9 C3 10 D8 1D
FO FO D5 9F 69 OA 2F 59 35 BO CC 6C A9 4C 9C 15 A0 9F CE 20 BF AO CF 54 E2 E0 20 66 45 3F 39 86 38
7E9CC48E0722C624F60112B035DF55EA6990B0DB 8537 1EE24E07B242A16A 1369
A0 66 EA 80911159 2A9B 08 79 5A 2044 2D C9BD 73 38 8B 3C 2F E0 43 1B 5D B3 OB FO AF 35 1A
29 FEEF A6 92 DD 814C9D 3D 59 8E AD 313C 40 7E 9B 91 36 06 FCE2 5C 8D D1 8D 26 D5 5C 45 CF
AF 65 3FB1 AAD2 6296 F4 AB 38 EABA 6042 F4 F4 1C4A 35 15 CE F8 4E 22 56 OF 95 18 C5 F8 96 9F
9F FB BOB7 78 25 E9 80 6B BD D6 OA FO C6 74 94 9D F3 OF 50 DB 9A 77 CE 4B 70 83 23 8D AO CA 78
20445C3C54 64 F1EAA230199FEA4C064D 06 78 4B 5E 92 DF 22 D2 C9 67 B3 7A D2 0102 03
010001
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